Tentative Translation

Act on Computer Crime

B.E. 2550 (2007}

BHUMIBOL ADULYADE]J, REX.
Given on the 10th of June B.E. 2550;
Being the 62™ Year of the Prescnt Reign.

His Majesty King Bhumibol Adulyadej is graciously pleased to proclaim that:
Whereas it is expedient to have the law on computer crime;

Be it, therefore, enacted by the King, by and with the advice and consent of the -
National Legislation Assembly, as follows:

Section 1 This act is called the “Act on Computer Crime B.E. 2550”

Secton 2 This act shall come in to force thirty days as from the day
following the date of its publication in the Government Gazette.

Section 3 In this Act:

“Computer system” mecans device or group of interconnected or related
device which has been determine function by program or group of programs or anything else
to perform automatic processing of data;

“Compuater data” means information, messages, instruction, group of
instruction, or anything else in a computer system for the purpose that computer system could
process and shall include electronic data under the law on electronic commerce;

“Traffic daia” means any data relating to communicate by computer system,
indicating source, origin, destination, route, time, date, size, duration, type of underlying
service, or other information relating to the communication of such computer system;

“Service provider” means:

(1} A person who, either in his own name or in the name of or for the benefit
of another person, serve other person in accessing to the internet or capable to communicate
by other means passing through computer system;

(2) A person who storcs computer data for the benefit of another person under
(0

“User” means a person who uses service of the service provider with or
without pay;
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“Competent official” means a person appointed by the Minister for the
execution of this Act;

“Minister” means the Minister having charge and control of the execution of
this Act.

Section 4 The Minister of Information and Communication Technology shall
have charge and control of the execution of this Act and shall have the power to issue
Ministerial Regulations for the execution of this Act.

Such Ministerial Regulations shall come into force upon their publication in
the Government Gazette,

Part 1
Crime involved with computers

Section 5 Whoever illegally access computer system having specific security
measures and such security measurcs are not intended for his use, shall be punished with
imprisonment not exceeding six months or fine not exceeding ten thousand baht or both.

Section 6 Whoever knows security measures (o access computer system
which specifically created by another person, and illegally disclose such security measures in
a manner likely to cause injury to another person, shall be punished with imprisonment not
exceeding one year or fine not exceeding twenty thousand baht or both.

Section 7 Whoever illegally access computer data having specific security
measures and such security measures are not intended for his usage, shall be punished with
imprisonment not exceeding two years or fine not exceeding forty thousand baht or both.

Section 8 Whoever illegally intercept, by electronic means or by any means
whatever, computer data of another person transmitting in computer system, and such
computer data will not be benefit to the public or not available for other person, shall be
punished with imprisonment not exceeding three years or fine not exceeding sixty thousand
baht or both.

Section 9 Whoever damages, destroys, alters, modifies, or adds to whole or
part of computer data of another person without authorization, shall be punished with
imprisonment not exceeding five years or fine not exceeding one hundred thousand baht or
both.

Section 10 Whoever, by any means whatever without authorization, causes
suspension, deceleration, obstruction, or interference with computer system of another
person, in order that such computer system cannot function normally, shall be punished with
imprisonment not exceeding five years or fine not exceeding one hundred thousand baht or
both.
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Section 11 Whoever, by forging or altering its sources, sends computer data or
electronic mail to another person so as to interfere normal computer usage of another person,
shall be punished with fine not exceeding one hundred thousand baht,

Section 12 If the offence mentioned in article 9 and article 10:

(1) has caused injury to the public, neither such damage shall take place
immediately nor afterward nor simultaneously, shall be punished with imprisonment not -
exceeding ten years and fine not exceeding two hundred thousand baht;

(2) has diminishes, by any means whatever, to cause injury computer data or
computer system relating national security, public safety, economic stability, or public
utilities, or committed against computer data or computer system provided for the public,
shall be punished with imprisonment of three to fifteen years and fine of sixty thousand to
three hundred thousand baht,

If the offence mentioned in (2) causes death to other person shall be punished
with imprisonment of ten-to twenty years.

Section 13 Whoever disposes or disseminates specific designed program for
the commission of the offence according to the section 5, section 6, section 7, section 8,
section 9, section 10, and section 11, shall be punished with imprisonment not ¢xceeding one
year and fine not exceeding twenty thousand baht or both,

Section 14 Whoever commits the following offences, shall be punished with
imprisonment not exceeding five years and fine not exceeding one hundred thousand baht or
both:

(1) input, into computer system, forged computer data in whole or in part or
false computer data in a manner likely to cause injury to another person or the public;

(2) input, into computer system, false computer data in a manner likely to
cause injury to nation security or public panic;

(3) input, into computer system, any computer data which is the commission
of the offence relating to national security or terrorism according to the criminal code;

(4) input, into computer system, any obscene computer data which is
accessible to the public; :

(5) publish and forward computer data with the knowledge of the foresaid
offence according to (1) (2) (3) or (4).

Section 15 Any service provider intentionally supports or consents to commit
the offenice under section 14 in the computer system under his control, shall receive the same
punishment as prescribed in section 14. (shall receive the same punishment as prescribed for
the offender under section 14.)

Section 16 Whoever inputs, into computer system to which the public can
access, photographs of another person and such photographs are developed, edited, added or
altered by electronic or any other means in a manner likely to impair the reputation of such
other person, to expose such other person to public hatred or contempt, or to shame, shall be
punished with imprisonment not exceeding three ycars and fine not exceeding sixty thousand
balit or both.






